
CMMC Compliance & CUI Identification Guide

Level 2: Certification
Required

Do you have a DoD contract?

Do you have a federal contract?
Based on Your

Contract

Does your contract include
FARS 52.204-21?

CMMC is NOT required.

1

YES

NO

YES

Does your contract include
DFARS 252.204-7012?YES

YESNO
Level 1: Self-Attestation

Required

NO

Level 2: Certification
Required

Do you use commercial off-the-
shelf (COTS) software?

Based on Data
Handling

Do you process, store, or
create non-public data?

YES

Do you process, store, or create
non-public data?NO

Level 1: Self-Attestation
Required

YES

YES

NO

NO

2

Does your contract require
DFARS 7012 or similar DoD CUI

protection?

Not DoD CUI

Is the information ITAR or
Export Controlled?

CMMC is required.

3

Likely DoD CUI. Follow
ITAR compliance.

YES

YES

NO

NO

Is the information related to a
COTS product?

YES

Did you or a subcontractor
generate the information?

NO

YES
Do you have a Security

Classification Guide
(SCG)?

Does the generated
information match SCG

"CUI" criteria?

This is DoD CUI. Follow
established handling

protocols.

YES

NO

Not DoD CUI

Is the information marked
“CUI” or with a Distribution

Statement B-F?

NO

This is DoD CUI. Follow
DoD marking
instructions.

YES

Not DoD CUI

NO

YES

Start here!

Section 3: Identify If You Handle CUISection 1 & 2: Determine Your CMMC Level


